Koncnexr ypoka 6esonacuocru B HuTepHnere
(a1 npoBenenus: 3aHATHIL B o6meobpazoBaTebHbIX
yapexaenusix B 2021-2022 ropax).

Ypox npedcmaensemes yenecoobpasneim Npo6OOUMs y YYAWUXCA MAAOUUX,
CPeOHUX UM CMAapwiux K1accoe, Oenas aKyewm Ha Haubonee aKmMyanbHbIxX
npobaemamuxax ons kaxcoozo eospacma.

BBEJIEHUE

Hobpeiit nenn! CeroaHs s Xody IIOrOBOPHUTH ¢ BaMH npo obecneyeHue
6e30MacHOCTH B MHTEPHETE.

TexHudeckoe ofecnieyeHHe NONMIMM HE CTOMT Ha MeCTe, a4 MOCTOSHHO
00HOBJIsETCSA, BMECTE € IPOrPECCOM BCEro yenoedecTsa. MudopMaumonHsie LIEHTPBI,
6a3bl JaHHBIX, KOTOpBIE XPaHST BCE CBEJACHHS B LH(POBOM dopmare u sBISIOTCS
CerofiHs (QyHAAMEHTOM [Is paboThl MOJMUMH, CO3JABANHCH B [OCHEIHHE
ACCATUIIETHS, U AKTHBHO QYHKUHOHHMPYIOT B HacTosiee Bpems. PaGora MBI Poccun
CTajla BBICOKOTEXHOJIOTHYHOH, MOJHUEHCKHE Temepb pacCueayloT He TOJNBKO
NPECTYIUIEHHS, COBEpIICHHbIC (U3MYECKH, B pEalbHOM TpPOCTPAHCTBE, HO U
3nonesHus B ceTH MHrepHer. Takue npaBoHapyuweHus npemycMoTpens! I nasoit 28
Yronosroro Konekca Poccuiickoit ®ejiepaiiyu, MBI Ha3biBaeM MX «IpPeCTYIICHUSAMHU
B cpepe KOMNBIOTEPHOM HHPOPMALIUKY.

Kak Tonbko mosBuics Takodt Bua mpectynsoctd, B MBJl Poccun cosmaso
cnenuanbHOe MOJpa3iefieHHe 110 MPOTHBONEHCTBHIO HE3AaKOHHBIM  JESHHSIM,
COBEpLIEHHBIM B Chepe KOMNbIOTEpHON MH(OpMauuu - Ynpasnenue «K». Moxere
3alTH Ha HAll OQULUMAIBHBINA CAlT U TOCMOTPETh NIAMATKH /1A A€TeH U B3POCHBIX —
OHH OY€Hb HHTEpEeCHbBIe, H, INIaBHOE, MOJIe3HbIE.

KomneroTepHas rpaMOTHOCTb — HEOOXOAUMOE YCIIOBHE BOCITUTAHUSA YeJIOBEKA B
XXI Bexe. HHbOpMalMOHHBIE TEXHOJIOTHH SBJIAIOTCH HEOTBEMIIEMON YacThio
coBpemeHHoro obmecta. B Poccuu Gonblue 80 MUIIHOHOB YeNOBEK BBIXOAAT B
HHTEPHET KaX/IbIA 1€Hb, W 3HAYUTENBHYIO YaCTh W3 HHUX COCTAaBJISeTe UMEHHO BbI
H Ipyrue pebsTa Ballero Bo3pacra.

MuTepHeT — yHHMKalbHas pealbHOCTh HAIlero C BaMH  BPEMEHH.
Orto Ge3rpaHMYHBIH MHp MHObOpPMALHH, B KOTOPOM €CTh KaK pa3BlIeKaTelbHble U
UIPOBBIE TOPTAJIBL, TAK U TOJIE3HbIE CBENCHHS NI yueOhl U paciiupeHus Kpyrosopa.
Hmenno ¢ IIOMOLIBIO HHTCPHETA MbI 0611186MC$! CO CBOHUMH APY3biAMH B PEeXHMC
OHJIAHH, BCTYNIaeM B COOOIIECTBa [0 MHTEpecaM, AeJIMMCS TTOCIEIHUMH HOBOCTAMH,
BECEJIMMCA M JleNlaeM JOMAlHIoK paboTy. MHBIMM ClOBamMu, MHTEpHET — 3TO
MHQOpMaLHs, ONEepaTHBHO obecrneumBalollas BAlUW €XEIHEBHbIE NOTPeGHOCTH H
AOCTyNHast B IOO0H MOMEHT.



OnHako nONMUEHCKHE BBIHYXIEHbI Ipeaynpexnars o0 OmacHOCTAX
BUPTyallbHOro mupa. OnpeneneHHas 4acTh IOJB30OBATENECH CETH HLIET B MHTEPHETE
He [py3eH, a CBOMX JXKepTB.

Baxuo o6e3onacuts ce6s U cBOMX OIM3KHX OT NPECTYIHBIX HAMEPEHMI APYTHX
mojed. HenobpocosecTHble rpaxiaHe (MOILCHHHKH, HapKOMWJIEpHI, NCHXHYECKH
HE3/I0pOBbI€ JIIO/IH) MO-CBOEMY OLEHHBAIOT BO3MOXHOCTH HHTEpHETa. Beah HMeHHO
CeTh 3a4acTyIO J1aeT BO3MOXHOCTh NPECTYITHHKAM JIeHCTBOBATE AHOHHMHO, [I0ITOMY
HeGe30NacHoe NoBe/ICHHe B MHTEPHETEe MOXET HAHECTH BPell BaM, BAlIEM POJHBIM U
OnU3KHUM.

Heobxoaumo cebs obesonacuts — Uit 3TOr0 JOCTATOYHO CEPhE3HO OTHECTHCH K
npobiieMe KHOEPIPECTYTHOCTH U COOMIONATE IPOCThIE IPABHIIA, O KOTOPHIX 5 CETO/HS

pacckaxy.

1. BAIIMTA MOBHWIBHBIX YCTPOUCTB

HauneM ¢ npoctoro Bonpoca, ¢ MOMOILBIO KAKUX YCTPOMCTB BB, Kak NIpaBHJIO,
BBIXOJMTE B HHTEpHET?

(cmapmeon, nianwem, HoyméyK, nepcoHanbHblii KOMnbiomep, YMHble 4acsl)

BesycnosHo, 310 Tak. Ham yn06Ho HaxoauTs uHbOpManmio B HHTEpHETe Yyepes
9TH YCTPOHCTBA B NI€PBYIO O4epe/ib IOTOMY, YTO OHH HEGONbIIHE, YAOGHbIE, CTHIbHbIE
H, KaK HH CTPaHHO, UMEIOT 3KpaHbl. Ho HaBepHsika BaM M3BeCTHO, YTO yXKe ceifuac ecTh
XOIIOAMIBHHKH, YaHHUKH, YMHBIE KOJIOHKH, YTIOTH, TEJI€BU30PI, KAMEPEI, KOTOpbIE
TOXE MOTYT UMETh JIOCTYI K MHTEPHETY.

Bosuukaer npo6nema: ecii Tak MHOrO yCTPONCTB M3 HAmIel MOBCEIHEBHO
KM3HH MUMEIOT WK OyAyT MMeThb JOCTYII K MHTEDHETY, KaK HaM 3allMTHTLCH OT HX
B3/0Ma? Besib OHHM, Kak npaBuio, NONKIIOYeHs! K foMamHeli Wi-Fi CeTH, a 3HAYHT,
3apaXeHue CHOCOGHO pacmpOCTPAaHHTBCH Ha BCE YCTPOMCTBA, MOAKTIOYEHHBIE K
KOHKpPETHOMY poyTepy. OHO3Ha4YHOTO OTBETa Ha 3TOT BOIIPOC CeHYac HeT HHU y Koro.
MHorue sKkcnepThl CUMTAIOT, YTO MHTEPHET Belel MOXeT KaK BbIBECTH Haury
LUHMBHIT3ALMIO HAa KA4€CTBEHHO HOBBIM YPOBEHB, TaK M MOTPY3UTh €€ B Xa0C.

Ho noyemy Ml Hawamu pasroBop mMmeHHO ¢ 3toro? Bcee poCTO: MHE Ol
XOTeNoCh OBl €Ie pa3 HAIOMHHUTL BaM GaHAJIbHBIE, HO BAXKHbIE HCTHHBL JUist 3ammuTel
ce0s ¥ CBOMX r'al’keTOB OT BTOPKEHHS:

Hcnoab3yiite ciioxkubie napoJn.

CratucTKa rOBOPHUT 0 TOM, YTO OIH HE CMILKOM-TO 3alyMbIBAlOTCS O CBOMX
NapoJisiX, 9acTo CTaBAT OMH M TOT XK€ Napojib Ha MHOXECTBO CAiiTOB ¥ COLMAIBHBIX
ceret. McxounTe ncnonpioBanue naposeii o yMoI4aHuio U He coxpaHsiiTe naponu
B BalMX rajpkerax u Opaysepax. [la, 310 He Bceraa yao6HO, HO MBI e XOTHM, YTOGI
Haly ycrpoiicTsa Obuin GesonacHsiMu? Kak Bbl cuMTaere, Kakue 1Ba napoJs 40 Cux
I0p OCTAIOTCH CaMbIMH TONYIAPHBIMH B Mupe? Bepno, «123456» u «qwerty».
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Hanerocs, uto BBl Henonb3yere 6osee CloxHbIe BAPHAHTBI, Be/lb NOJOOPaTh MPOCTOH
Naponk  3MOYMBILUIEHHUKY ASHCTBMTENBHO HE JOCTAaBUT TpYJA. Perynspuo
OCYIIECTBIAHTE CMeHy Mapolieli U HUKOMY HMX He coobaiire. [apons gomxen
CoAepXaTh CoYeTaHHe LMD, MPOMMCHBIX U CTPOYHBIX OYKB, a TakKe ClelHaIbHBIX
CuMBOJIOB. He uCIonb3yiiTe 0MH M TOT Xe Maposs Ha KaKIOM caire, KOTOPBIH BEI
nocemaere.

Bel pe3onHO MoXeTe MHE BO3pa3WTh: BCe 3TO, KOHEYHO, 3[10POBO, HO KaK 5
3aTlOMHIO CTOJIBKO Pa3HBIX, CJI0XKHBIX NTAPOJIeH 1A pa3iiiYHBIX aKKayHTOB? Moii copet
TaKOB: MOJIB3YHTECh MEHEKepaMu naposeil. IX MOXKHO ckayaTh Kak Ha KOMITBIOTEPbI,
TaK ¥ Ha CMapTQOHEI, B HUX HECJIONKHO 3aperucTPHPOBATHCS M BHECTH CBOM MapoJIy.
Y 106¢TBO 3THX MPOrpaMM 3aKITHOYAETES U B TOM, YTO npu GUKCALHE MOILIEHHUYECKOM
aTaKH OHH aBTOMAaTHYECKH MEHSIOT BCE COXPaHEeHHbIE NapOIIH.

B nononuenne x mapomo HeoGXOOMMO MOIKIIOYHTE ABYX(}akTopHyIO
aBTOPH3ALHIO — KOI/la Bbl Oy/leTe BBOJMTH PErHCTPALIMOHHBIE AaHHBIE IS BXOJia Ha
CTPaHHMIy COLMANBHOH CETH HJIM B MeCCEHIKep, BaM JOMONHUTEIbHO PUIET
SMS-coobiienne ¢ kKoaoM noctyna. 1o 3aiMer nuuieHue 10 CEeKYHI, HO MOXET
obe30macuTh Bac OT GONBIIMX npobneM B Gyaymem. Takas TeXHOIOrHS NpUILIA U3
GaHKOBCKOM cdephl, HO Bce BBl 3HaeTe, 4YTO B HacTosllee BpeMs M BkoHTaxre,
u TikTok HacTosTeNsHO NpejTararOT 3amMmATh CBOM A@KKayHThl UMEHHO TaKuMm
obpazom.

Ionk3yiiTech aHTHBHPYCHBIMH nporpamMmMamu.

W BHOBE GaHaNbHEIH, HO BaXKHBIH COBET. Jio6omy komnbioTepy MM rajKery
MOTYT NPUYUHHTE yiep6 Bpe1oHOCHBIEe nporpaMMbl. OHU B COCTOSIHUK CKOIUPOBATS,
TIOBPE/ITE MK YHUUTOXUTE BAXHYIO UHGOPMALHIO, OTCICANTh BAallH NeHCTBHS M
laXK€ YKpacTe NCHEXKHBIE cpe/icTBa. MX HA3BIBAIOT «4epBH», «TPOAHBIY, «LUTTHOHBI»,
HO CYTh OZHA — BCE 3TO BUPYCHI. JUIs 3aIMThI KOMIIBIOTEPA HA HEM YCTAHABIMBAIOTCS
CICLUHAIEHBIC 3AIMHTHBIE NMPOTPaMMbl M GHIBTPEL MCIONB30BaTh MOKHO TONEKO
MTHUEH3HOHHOE NPOrpaMMHOe o0ecrieyeHHe ¢ aKTyalbHBIMH OBHOBIEHHIMU. Tarke
HENL3s IOy CKAaTh UCTEUEHHS CPOKA JeHCTBHS BALIEr0 aHTUBHPYCA — B TAKOM ciyyae
OH Oynet paboTaTh He3dPeKTHBHO.

He crout ckaumsats nporpamMmel ¢ HemoHSTHBIX CalTOB, OTKpHIBaTh H
COXPAHATH NMONO3PUTE/IbHEIE (aliibl, OTBEYATh Ha 3ara0YHEIe PacChUTKH. U riaBHoe
- He ocellaiTe CaiTel C COMHUTENbHOM pemyTanueii, KOTOpBI€ BBI3BIBAIOT y Bac (MM
Y BalleH aHTUBHPYCHOH NIPOrpaMMBl) IOO3PEHHS.

HyMaio, Bce BBl CMOXETE Ha3BaTh HECKOIBKO AQHTUBHPYCHBIX MPOrpaMM A
KoMIbIoTepa M cMapTgoHa. Kcraty, BosBpaluasch K Hammemy pas3roBopy NMpo HHTEPHET
BEILeH: ecin y Bac ecTh nomamnas Wi-Fi cets, moakmounte POYTep K CTallHOHAPHOMY
KOMIBIOTEpY MIX HOYyTOyky no nposomam. Torma Beck Tpaduk moiimer qepes
YCTPOHCTBO, ¥ aHTUBUPYCHO# rIporpaMme GyneT jerde OTpaXKaThb aTaKu MOLIEHHHUKOB.
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Huxomy He nepeaapaiiTe cBOH KOH(pHAeHIHAIbHbIE JaHHBIE H CJIEIHTE 32
«uH¢ppoBLIM cl1eaoM».

310 MOTYT OBITH JIOTHHBI, IAPOJIH, AaHHbIE GAHKOBCKMX KapT, CBHAETEIBCTBO O
POXIEHHH, NIACMOPTHbIE NaHHBIE, NU4HbIe doTorpaduu. Takue «uudpoBbIe cremsn
TAHYTCS 32 BAMH BCIO JXU3Hb, MOI'YT HABPEUTH Ha MY TH K AOCTHKEHHIO NOCTABJIEHHOM
uenu. IrHOpHpy#iTe B MHTEpHETe NOI0GHBIE 3ampockl. BakHO 3aNOMHHTH NMpaBUIIo:
«JloKyMEeHTBI Bceraa XpaHsarcs B celder.

Luposoii cnen - yuukanseelii HaGop neiicteuit B MHTepHere wnu Ha
UUQPOBBIX ycTpoiicTBax. Bo BeemupHOil nayTune 310 MH(OpPMaLMs, OCTaBAeHHAS B
pesynbTaTe MpocMOTpa BeO-CTPaHHUL M CoXpaHeHHas B Buje cookie-daiios.

Ecmu BBl myGnmkyere kakyro-nmuGo uHpOpMauuio Ha CBOel CTpaHMIEe B
COLMANbHON ceTH, 00sf3aTeNbHO NMpOBepbTe HACTPOMKM KOH(DHIEHLHANBHOCTH Ha
caiire: yOeuTeCh, YTO NaHHBIE HE IOCTYIIHBI Isi IPOCMOTPA IIMPOKOil myGIuKe.

To, uro Bel mybnuKyeTe B HHTEpHETE, OCTAHETCS TaM HABCEI[a, AAXE €C/IH BbI
YAQIMTE O3TH CBEICHHA. YHWBEPCHTETHI M paboTojaTenu NpOBEPSIOT Npoduiu
COUCKaTe/eH B COLMATBHBIX CETAX, OITOMY yGe/uTeCh B TOM, 4TO BEI My6IHKyeTe B
VurepHeTe, yMeCTHO U He HaBpeUT BaM B OyylIeM.

2. OCKOPBJIEHHUS 1 HAITAIKH B CETH UHTEPHET

JlaBaiiTe NOroBOpUM O TeX, KTO Yallle BCErO JOCTABJSET HaM OropuYeHHe npH
obwennn B UHTepHeTe. DTO Pa3HOOGpasHEIE BPEJUTENH, [JIaBHAS Ie]h KOTOPBIX —
YKOJIOTb Bac, HCIyraTh, OrOPYUTH HIIM 3aCTABUTE IPYOHTH B oTBeT. CyllecTByeT TaKas
KaTerop1s HHTEPHET-BpeUTe el — 9TO rpakk/laHe, HMEIOILUE IPECTYTHbIE HaMEepeHHUs
B OTHOLICHUH BaC JIMYHO, WIIM MPOCTO 3JIble JIIOAM, BBIXOISIIHE CHAYANIA 3a IPaHb
BOCIIMTAHHOCTH, a 3aT€M U 3a I'PaHb 3aKOHA.

Camblii pacipocTpaHeHHbIH BUJI XyJHIaHCTBA B CETH — 3TO TPOJUIHHT.

Tposiaar — ¢dopma NpOBOKALMH MM M3LEBATENbCTBA NPH OOLICHUHM
B MHTCPHETE, WCIIOJB3YIOMAAC IMOABMH, 3aHHTEPECOBAHHBIMH B Y3HABAaEMOCTH,
nyOnM9HOCTH, snataxe. [IpsAMylo aHanoruio u3 OOBIYHOM KU3HU IS SBIEHUSA
TPOJUIMHIa MONOOpaTh Helerko. bBnwxkaiiiMe MOHATHS — 3TO MCKYIIEHHe,
NIPOBOKALMs M IOACTPEKATEbCTBO — TO €CTh CO3HATEJbHbIH 0OMaH, KieBeTa,
BO30YK/IeHHE CCOp U Pa3OpOB, IPH3bIB K HeGIArOBHIHBIM IEHCTBUAM.

TepMuH «TPOJUIMHI» [POMCXOMHT M3 CJEHra YYaCTHHKOB BHPTYalbHBIX
coobuectB. Llens Tpomist - moAGPOCHTE BaM TaKyl0 HaKHBKY (obunnoe cioso,
HacMellKa, OCKOpOJIeHHe), YTOOHI BEI €€ 3arIOTHIIH (Hayalld pacCTpauBaThCs, IHCATh
pyraTelbCTBa B OTBET). AHOHUMHOCTb B CETH M03BOJISIET TPOJLIAM MIPEACTABIATE Cels
COBEPILICHHO IPYTHMMH ¥ ObITh yBEPEHHBIMH B CBOEH Ge3HaKa3aHHOCTH, O3TOMY OHH
NUUIYT U A€NIAI0T TaKHE BElllH, KOTOPbIe B PeasIbHOM XU3HH HUKOTAa OBl He PUCKHYIIH
COTBOPHTh B IIPHCYTCTBMH OIOHEHTA. [0 NpUYMHE KaK HEM3BECTHOCTH, TaK M
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HEOCATaeMOCTH, TPaBHTh, OCKOPOJATH M NPOBOLMPOBATH NIOAEH, KaXeTcs WM
3a6aBHBIM 3aHATHEeM. Kak T1OKashiBaeT NpaKTHKA, OONbIIE TIONOBUHBI CETEBBIX
rPyGHSIHOB SIBASIOTCA JETHMH, CKYYAIOLIMMH B WHTEPHETE WIM He JANALUMH CO
CBEPCTHHUKAMH.

3anoMHHM NPOCTOE NpPABUJIO: HE HAlO KOPMHTB TPOJUIEH, 3TO GeCcCMBICIEHHO.
Ecnu BbI 3aMeTHIIH, YTO KTO-TO B CETH BeeT cebst TakuM 06pa3oM — BBl MOXKETE JIerko
NMOGEHUTH €T0: He CIIOPhTE ¢ HUM, HE IBITANTECh ONPABAATHCA WM YTO-TO OOBACHUTD,
He obpauaiite BHUMaHus. Bestb equncTBeHHOE, UTO eMy HYXKHO — 3TO Ballla peakius.
Kak Tonbko BBI mepecraHeTe pearMpoBaTh — OH OYEHb ObICTPO mOTEpsieT K BaM
HHTepec. He 10cTaBuTh rpyOUsHY YIOBONBCTBHS BHAETH Balll FHEB MK obuny 6yner
JIYIIAM HaKasaHHeM, HOO ero 1esp He GyeT J0CTUTHYTA.

Hapajite Oyaem pasnensTh TPOUIMHT M IOMOP. besycnoBHo, HuKTO He
SallpeluaceT BaM UIyTHTh Hal CBOMMH Ipy3bsMH, OGCYy)KIaTh B CETH BOIPOCHI,
He 00f3aTeNIbHO UCMOMB3Ys JIMTEPATYPHBIH PYCCKHH S3BIK. [Tpocto He mepexoaute
Tpamb: IOMOp HE JIOJKEH NEPEpacTaTh B OCKOPOJEHHMA, XAMCTBO M OTKPOBEHHYIO
TPaBJIo.

l'opasno onacHee cuTyaums, Koraa Bac HAYMHAIOT OGMKATE JIIO1H, KOTOpbIe
3HAIOT Bac JM4YHO. B ciyyae, korna Bbl BHAMTE, YTO NMPOTHB BAC HAYMHAETCS
KOJUICKTUBHAS TPaBJIA — HU B KOEM Clly4ae He paccTpauBalTech W He 3aMbIKaiiTech. B
CETH JIFOJSIM CBOHMCTBEHEH CTAIHBIH HHCTHHKT, H MHOTHE M3 TeX, KTO BKIIOYAETCS B
TPaBJiio, JIMYHO MPOTHB Bac HUYero He umeloT. OHM NMPOCTO NOLLIM HA MOBOLY Y
TPYTIIBI JIKOACH, H 3TO FOBOPUT O HUX 04€HB KPACHOPEYHBO — 3HAYHT, Y HUX HET CBOETO
MHEHHS, OHH ABIAIOTCS MOCIYIIHBIMU KYKJIAMH B YYKHX PYKax.

Te6s HauMHAIOT aTakoBaTh B MECCEHKEPAX, COUMATBHBIX CETAX MITH MOJHBIX
npunoxennax? TpeGosate doTorpaduu WiM nepcoHanbHBIE HaHHEIE, yrpoxarb ¢
Pa3HON apryMeHTauue, npoTHB Te6si OpraHu3yeTcs KOJUIEKTHBHOE npecienoBanue?
Ockop6iienus, yrpossl, HCKa)KeHHe TBOMX H3006paeHHi — Bee ITO He Ge300uaHbIE
IIYTKH, 3TO OYJUIMHT.

KnbepOyiunr — arpeccuBHOe npecienoBaHHe B CeTH Hutepuer ogHoro us
YJICHOB KOJUICKTHBA CO CTOPOHBI OCTAJIbHBIX WICHOB KOJUIEKTMBA WMIIM €r0 YacTH.
Ipu Tpasiie xepTBa OKa3BIBAETCS HE B COCTOSHUMM 3aIUUTHTD Ce6s OT HAMAA0K, TAKHM
00pa3om, Tpapjis OTIMYAETCS OT KOHGJIMKTA, IIe CHIIbI CTOPOH IIPUMEPHO PaBHBI.
BynnuHr npuBoaMT K TOMy, 4TO XepTBa TEepseT YBEPEHHOCTb B cebe. Takke 3TO
ABJICHHE MOXKET IPHUBOJAMTH K NCHXHYECKAM OTKJIOHEHHSM W SBUTBCS NPHUHHOM
KECTOKOH arpeccuu B CTOPOHY TeX, KTO 3aHUMAeTCs TpaBJIeH.

CylecTByeT HeCK0JbKO BHA0B KHOepOy /LiIHHra:

- Hananku:  mocTosHHbE — W3HYpHTENbHbIE  aTaku, MOBTOPSIOLLIHECH

OCKOpOHTEeNbHbIE COOOIIECHNS, HATIPABICHHBIE Ha KEPTBY;

- Knesera: pacnipoctpanenue ockopGuTensHOM 1 10%HOM HHOpMAaLK;
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- CaM03BaHCTBO: NEPEBOILIONLICHHE B OMPEEeNeHHOE JMLO, KOTA MOIICHHHK
MO3MUMOHHUPYET CeOst KaK KepPTBY, HCNONB3YS ee 1apoJib JOCTYIa K aKKayHTy B
COLIHAJIBHBIX CETHX;

- O6Mman:  BpIMaHMBaHMEe  KOH(HIEHUHAIBHOMN MHpOpMaLUM U ee
PacrnpoCTPaHEHHUE, N0y YCHHE IEPCOHANBHBIX AAHHBIX H MX MyGIHKALUA B CETH
Huteprer uiu nepenaya TeM, KOMy oHa He TIpeJHA3HAYATACE.

B oTHX cioyuasx oueHb BaXHO OGBACHUTH 4EJIOBEKY, YTO €ro TpaBAT
3JIOYMBILUICHHHKH, TIDHYeM TpaBAT O€30CHOBATENBHO M HET MNPHYMH i
PacCTpOHCTBa, CHIXEHMA caMooLeHkH. Hamo mnokasaTs, Kak JeHCTBOBATh B
CIOXHBILEHCS cUTyauuu. M Bsl He QOKHEI IONYCKATh TAKOrO B CBOEM KOJUIEKTHBE,
Ipy3bs!

O6sizaTeabHo  coobuiuTe  B3poCaBIM (poauTensiM, poacTBeHHHKaM,
YHHTeJIAM) O IPECIeIOBaHHH BAaC WIIM BAIIMX OJHOKIACCHUKOB B CETH HHTEpHET U
NPUMHTE BMECTE pelieHHe 06 obpamenun B nonuuuio. XpaHuTe MIOATBEPXKACHUS
daxToB Hananenwuii B cetn. He nepeskusaiite B Taiine or poAMTENeH TaKue CUTYaLHH.
Ecnn mns TpaBmu MCnonb3yloT BallM mpoluible OMIMGKH MM HETpaBHJILHOE
MOBEAICHHE — IOpasa0 MpOWIe Cpa3y NpPHU3HATLCS B 3TOM Ilepell CTAapIIMMH, YeM
3aroHATh npobieMy BHYTph. He crewmmre BriGpachiBaTh CBOH Heratus B Kubep-
TIPOCTPaHCTBO, CO31aBalTe COOCTBEHHYIO OHjaliH-penyTaumio. WM Hukorma mHe
NPHHHMaHTe CaMH y4yacTHe B TpaBie Koro-mubo. Bame nocToiinoe NOBeJIeHHE
ABJIACTCA IIAaBHOH 3ALIHTON M rapaHTOM CHOKOHCTBHS BAC M BALIMX GJIH3KHX.

3.3JIOYMBIIIIJIEHHUKHA B CETH

Hacrano Bpems noroBoputs 06 0o4eHb ONacHOM YPOBHE HHTEPHET-yIpo3, rje
UEJIbIO ABIACTECH BbI, @ HE Ball Komenek. FiIMeHHo Bac XoueT BUPTyasbHBIH 3/104¢i
BOBJI€Yb B NPECTYITHYIO JAEATE/IBHOCTS.

Pexnamupys 3ameuarensHsiii 3apaGoTok 1o PacnpoCTpaHeHHI0 HapKOTHKOB,
3anpaluuBas y Bac nu4Hsle GpoTo 3a GonblIne ASHLIH, WIH TPeOys cororpaduposars
0aHKOBCKYIO KapTy POJUTENEH, 3TH JIMIHOCTH HapylIaloT 3aKoH. Bee 310 - peansHbie
HaKa3yeMble JIesHHUs, U HHTEPHET B TAKOM CIIyyae - JIMIIb BUPTyalbHas PyKa K BaM,
NpOTArMBaeMas HaCTOAIUMH [PECTYMHHUKAMH.

3a nocneaHee BpeMs pPe3KO BO3POCIO  KOJHYECTBO NPEeCTYIICHHH ¢
HCIIO/Ib30BAHHEM IIEPENIMCOK B COLMANBHBIX CETAX HIH MecceHkepax. Bosbuias
4acTh JeTeH, CTaBIMX OOBEKTOM TAaKOIr0 BHPTYATbHOTO HACHMIMA, HE NOCTHIVIH
16-netHero Bo3pacta. OGpamaro Balle BHUMAaHHME Ha TO, 4TO B POCCHIiCKO#
®enepauuy ycTaHoBneH obumuit 16-neTHMit BospacT YIOJIOBHOH OTBETCTBEHHOCTH,
a 3a OTAC/IBHBIE NPECTYIEHUs ¢ 14-IeTHEro Bo3pacTa.

Illupokoe pacrnpocTpaHeHHe CcMapT(OHOB, NOCTYIHOCTH MCIONb30BAHMS
MHTCPHETa, HEOTPaHHYEHHAs BO3MOXKHOCTb AHOHHWMHOTO OOIIEHHS M GBICTPOro
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o6MeHa (OTO ¥ BHIEO TNO3BOJSIOT JIMLAM, MMEIOIMM MPECTYNHBIE HaMepeHHs,
COBEpIIAaTh NPOTHBONpaBHbIC NEHCTBHA B OTHOIICHHH Bac. QueBHIHO, YTO B CHIy
BO3pacTa, MOOONBITCTBA U YyBCTBA 6E30MaCHOCTH B JOMAIIHUX YCJIOBUAX BaM JIETKO
BCTYNaTh B Pa3sroBOpbl Ha JOObIE 3alpeTHbIe TEMbI, B TOM YHCJe Pa3BPallaiolIero
XapakTepa.

Y Bac MOryT OOMaHHBIM IyTeM y3HAaTh HOMEP GAaHKOBCKOM KapThl, KOTOPYIO
BO3MOJKHO JlaJId BaM POJHUTEIH, U 3TO BBI30BET (PMHAHCOBBIE NOTEPH B ceMbe. Taioke
BaC MOTYT CKJIOHMTh K COBEPLICHHUIO NIOCTYTIKOB, HAPYINAIOIIMX NpaBa APYruX Jozei,
YTO B KOHEYHOM CHETE MPHUBEAET K BO3HMKHOBEHHIO y Baliel ceMbd mpobieM,
CBA3aHHBIX C HAPYLICHHEM 3aKOHOB, a 5 YBEPEH, YTO Bbl COBCEM 3TOTO HE XOTUTE.

WHorna w3-3a Ballell HEBHHMATENbHOCTH MOXHO OTKDBITh HEMOHSTHOE
BJIOXKCHHE DJICKTPOHHOH IOYTHI WIM 3arpysuTh ¢ caiita HeGesomacHmlii aitr,
H B KOMIIBIOTED MOXET [ONAacTh BPEAOHOCHBIH KOJ, Pa3paGOTaHHBIA CO 3JIbIM
YMBICIIOM.

OnmHolt M3 BaXHEMIIMX yrpo3 SBNAETCS BOBICYEHHE B pacnpocTpaHeHue
HapKOTHKOB Hepe3 pas/iniHble coluanbubie ceTh. [loapocTku U naxe ux poauteny ve
A0 KOHLA OCO3HAIOT BCEH MOJIHOTHI OTBETCTBEHHOCTH, KOTOPAs MOXKET [0C/IEI0BATD.
Bonee Toro, Ha camom mepBOM 3Tanme HEKOTOPBIE «3AKIANUMKHY» BOCIIPUHUMAIOT
NPOHCXOAAILIEE KaK HEKUH yBIleKaTebHbIH KBecT. Kak npaBrio, caMu OHH HAPKOTHKH
He YNOTpebIsiOT, MHOTHE - U3 BIIOJIHE 61aronoay4HbIX ceMeil. A BOT CPOK, KOTOPBIii
TPO3UT MM IO CTaThe 3a COBIT W pacmpocTpaHeHHe HAapKOTHKOB: 8-15 yet. Hemano,
npasaa?

4. MOIIEHHUKH B CETH

W Mbl, HakoHell, MepexoAnM K 3aKTIOYMTENbHONH YacTH HAIIEro pasroBopa.
MHTepHeT cTan MecToM, Irie MHOTME NpPOBOAAT GONBIIYIO YacTs CBOEH JKH3HH.
ITomumo o6IIeHHs, MHTEPHET NaeT OYeHb MHOTO BO3MOXKHOCTEN: COBEpIIeHHE
MOKYNOK, IUIATEXH 32 pasIHYHBIE YCIYTH, HCHONb30BAHHE TOCYNAPCTBEHHBIX
NOPTAJIOB IS 0OpalleHHil rpakaaH.

B mocrennue roast nosiBUIOCE MHOTO MOLIEHHHKOB, KOTOPbIE BEIMAHHBAIOT y
mojeH NEHbIH, MONb3YSCh MX HErPaMOTHOCTBIO, 1a H NMPOCTO HEBHHUMATENbHOCTHIO
npu paboTe B MUHTEPHETE.

CaMblif pacIpOCTpaHEeHHBIH BUII HHTEPHET-MOLICHHHYECTBA, PO KOTOPBbIi BbI
Y€ HaBepHAKa CIBIIANM He OMH pa3, 310 ¢uumHr. Kto-uubyms cMoxer ckasaths
MHE, YTO 3TO TaKOe, UJIK IIPUBECTU NpUMep pumHra?

Cnacu6o. @uuMHr — 9T0 Kpaxa MOOEIX NePCOHANBHBIX NAHHBIX, OT KOTOPBIX
NPECTYNHUKY MOTYT MOJIYyYHTh BBIFOAY. DTO CEPHH H HOMEpa NACIOPTOB, PEKBU3UTHI
GaHKOBCKHX KapT M CHETOB, IIapOJIH [UIs BXOJA B 3EKTPOHHYIO I10YTY, TUIATEXKHYIO
CHCTEMY H aKKayHThl B COLMaIbHBIX ceTsX. [lepcoHalibHylo HHbOPMALHIO



MOIIEHHUKH MCIIONB3YIOT JUIA MOTY4CHHS HOCTYNA K IHYHBIM KaGHHETaM, K KOTOPBIM
NpUBsA3aHbl GaHKOBCKME KapThl, YTO MO3BOJIAET MOXMINATH ¢ MX CYETOB JCHEKHbIC
cpencTsa.

Kak 3amutute ceds ot crniama u ¢uiumara? 3aBegure cebe HECKOIBKO aJpecoB
3NEKTPOHHON mouTsl. Jlydine Bcero MMeTs o KpaiiHei Mepe j1Ba anpeca. JIuunsiit
ajpec JJIEKTPOHHOM IOYTBI JIO/DKEH MCMOJb30BATLCA TONBKO JUIA  JIMYHOI
KOPPECTIOHACHIMH, a «ITyOIM4HbIN» SNEKTPOHHBIH aipec HCMOJB3yiiTe  JUIs
perucTpaunn Ha obwenocTynHbIx GopyMax M B YaTax, a TakKe IS TOANHCKH Ha
MOYTOBYIO PAaCCBUIKY U APYTHE HHTEPHET-YCNYTH.

Celiuac akTHBHO pacter urpoBas uHAycTpHs. ITonHUMHUTE PYKH, KTO H3 Bac
AKTMBHO MI'DAaeT B OHJIAHH MIPbI? A KTO U3 BaC MMeeT IUIaTHBIN aKKayHT?

Hmeiite B BUY, 4TO HIPOBOE MOIIEHHUYECTBO — TOXKE OYEHD pa3BuTbIi GusHec.
Takune Bewy, KaKk KynJICHHBIH TaHK, HTPOBOE OPYIKHE, CKHH JUIA reposi B CTpaTeruu
NPEACTABIAIOT COGON LEHHOCTh, KOTOPYIO MOXKHO YKPAcTh M MOTOM Iepenpoaarh 3a
OoJIbLIIHE NEeHBIH.

3anoMHHTE OYEHb YETKO — POJHMTENH AOIDKHBI GBITH B Kypce BCeX Balllux
AeACTBUI B CeTH, CBA3AHHLIX C OHJIAMH-IIaTex)aMu. OHH CMOrYT OBICTPO OTMEHHTH
OIIHOOYHBIA WM HENPABHIBHBIA IUIATEX HIH OOGPATHTBCS B MONMLMIO B clyyae
MOILUEHHUYECTBA.

Hukorza, nu npu kakux o6cTosrenscTBax He coobmaiite HUKOMY PEKBH3HTHI
IUTACTHKOBBIX KapT, BAIIHX WJIK POAMTENBCKHX. OCOOEHHO 3alHIIEeHHBIMU JIOJKHbI
6b1h PIN-koa51 1 CVV-K01EI, HanKcaHHbIe Ha 06opoTe kaptel. ObpaTuTe BHUMaHue,
4TO JIMYHYI0 HHQOPMALMIO MOXKHO BBOIHMTB TOJIBKO TPH G€30MacHOM COeIHHEHMUH.
Bcerna cmotpute B anpecHyio CTpoky - ampec BeG-caiiTa MOMKEH HaYMHATHCH C
«https://», a B nHTEpdeEiice Gpay3epa N0IDKHA IOABUTHCH HKOHKA 3aMKA.

Ellle HECKOIBKO COBETOB OT MEHSI, €CITH TO3BOJIHTE.

Perynspuo Beimonnsiite pesepsHoe KOMHPOBAaHME BaXHOH /IS  Bac
uHGOpMaLHH, 4ToObI nepe3arpysKa Balero KOMIIBIOTEPA, WJIH BBIHYKACHHAs CMEHa
NPOrpaMMHOTO 00ecrieYeH s BaLero KOMIbIOTepa (aTaKH 3710yMBILUIEHHHKOB — 3TO
HE PEIKOCTh ¥ He (aHTACTHKA), He CTalla JUIsS Bac CIMIIKOM 4yBCTBUTENbHOM,

Ectb ouens xopomas ¢pasza: «Eciu 4To-To 3BYHMHT CIMIIKOM XOpOUIO, 4YTOOBI
OBITb TMpaBIOH, CKOpee BCEro 3TO Henpasia». Bce Mbl HoJy4Yald INUChbMa II0
JJIEKTPOHHON nouTe ¢ ofemanueM yero-HuOyas OGecruiaTHoro, HarpuMmep,
MOGHJILHOTO TeedoHa HITH GHIIETOB Ha KOHLEPT. TO TPIOKH, PH3BAHHBIE 3aCTABHTH
BAC Iepe/aTh JIHYHbIE CBEICHNs, HEe NMOKYNalTeCh HA HUX.

Ewme oaHo mnpaBuio, KOTOpOe clieyeT 3allOMHHTS: «ITocmoTpute B 006e
CTOPOHBI, NPEXIE 4YeM NepexoAauTh ynuuy». Bocnpunumaiite ee He ToNbKO B
OyKBAJIbHOM, HO W B INEPEHOCHOM cMbicie. Hanpumep, npexze, ueM ckauath
npunoxenue u3 Apple Store umu Google Play, mocmorpu ero peiftunr, nouuraii
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OT3BIBBI: YOEHCH, YTO OHO HEe HABPENMT TBOeMY ycTpoicTsy. [IpuHIMN «roayMail,
Opexie YeM cenarh» OyaeT akTyaleH Beeraa.

W nocnepnee. Ceityac 1715 pasGIOKHPOBKH cMapThOHOB OYeHb Oy JIAPHEI
OTIEYaTOK Najbla i pa3dIoKUpPOBKa 110 JIULY. DTO OYeHb Y106HO H CTHIIBHO, HO €C/TH
BBl XpaHuTe 0OJbIION 00BEM JTHYHOMN, BAXHOM, KOHOHICHIMATBHOM uHbOpMaLuK B
TeneoHe — Henow3yitte mapons w3 4 wudp. OH ropasn HajgexHee u GesonacHee
HOBBIX CMOCOOOB pa3GIOKMPOBKH, XOTh H HE CTOJIb GBICTP M y106eH.

3AKJIIOMEHHUE

IlonBoas utor BceMy ckazaHHOMY, s IONPOILLY Bac - GyabTe GANTENBHB] B COTH
TOYHO TaK e, Kak W B peabHOH ku3HM. JUIs HAMIANHOCTH NPOAEMOHCTPHPYIO
HeOOJIbLIYI0 TTOAGOPKY HOBBIX THIOB MOLIEHHHYECTB M HAIJIOro obMaHa rpaxias,
KOTOpBIE MOSBUIIMCH B MOC/IENHKE J1Ba roja;

1) MowueHHHYeCKHE TelerpaMM-KaHaIbI.

[Tpennaraior BHOCHTb (MHAHCOBBIE CPEACTBA HA PAacueTHBIN CYET M NeNaTh
CTaBKH B OYKMEKepCKMX KOHTOpaX, He 3aperMCTPHPOBAHHBIX Ha TEPPUTOPHH
Poccuiicko#t ®enepauuu u pedicryromux Ge3 juuensuii. Takue KaHaIsl YacTo
NPOJIBUTalOT GJIOrepbl, MOJTy4as 3@ PeK/aMy 3HaYHTENbHbIE CyMMbI JEHeT, IIPH 3TOM
PsAOBBIE MOJIB30BATE/IM CTAHOBATCS XKepTBaMU o6MaHa.

2) TlpeanoxxeHHs 1O H3rOTOBIEHHIO MOLIETbHBIX CepTH(HUKATOB O BAKLIMHALIUU
nim ITLP-tecToB B cern UuTepHer.

Jlymaio, He Hy)XHO HallOMHHATB BaM, 4TO TOKYIKA H pealu3alys TaKuX Beliel
HaxolWTCs BHE 3akoHa. Pacckaxure o6 srom pomurensm! Ilpuobperas Taxoit
«cepTUdUKAT» Bbl HE TONBKO MOJBEPraeTe OMACHOCTH CBOE 310pOBbE U KH3Hb
OKPYKAIOLIHX, HO ¥ CTAHOBHTECH MIOTEHUHAILHBIM COYYaCTHUKOB NPECTYILICHHS.

3) «CynepnpuGbLIbHbIE» HHBECTHIIHH.

[lpenniokenus o  BIOXKEHHH B  UEHHble OyMard OGaHKOB  WIH
TEJCKOMMYHHKAUHMOHHBIX ~ KoMnaHHi. Takne HHBECTIPOEKTH «TapaHTHPYIOT)
0e3yClOBHEIH BO3BPAaT BIOXKEHHOIO KAlMTATA M BHICOKHE NPHOBLIH, BMECTE C TeM
KanuTal B MOCIENYIOMEM He BO3BPAIIAETCS.

4) VnTepHeT-MarasuHbl ¢ HeOGOCHOBAHHO HU3KMMH LIEHAMH.

MoweHHuKH CO3AI0T CalT HHTEpHET-MAarasuHa M aKTHBHO 3aIyCKaloT
PeKNamMHbIH TpauK, YTOOBI BEICBEUMBATHCS HA IEPBHIX CTPAHHLAX B MOHCKOBBIX
cuctemax. 3a ToBap TpelyeTcs NOJHAS NPENOIUIATa, a AOCTABKA OCYILECTBIAETCS
UCKIIIOYUTENBHO  KYPBhEpCKOH CiyxGoH, camoBBIBO3 He mnpemycMoTpen. Ilocie
NEpeBO/Ia ICHEXHBIX CPE/ICTB MOKyTaTesNeM, MPOAABEL] EPECTAET BHIXOLMTh Ha CBA3b
U yJlaJiseT CalT HHTepHEeT-Mara3s1Ha.

bnaronapro 3a BHHMaHHe. A Temeps s rOTOB OTBETHTh Ha BalllH BOIIPOCHI
O TNPOTHBOAEHCTBUM TMpECTYIUICHUAM B cdepe KOMIbIOTepHOH uH(OpMaLmH,
U 0 cyx0e B NONULIHH.



